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Overview

1.1 WELCOME
Welcome Customer Administrator. This manual will show you how to manage your account with Colorado Interactive
including changing account information, billing information and managing your users. This information is also available on
our Registered Services site. All account management is done through our Customer Database. (CDB)

Access Registered Services Page:

http://www.colorado.gov/reqistration/

Log into Customer Data Base (CDB):

https://cmbs-admin.soltn.cdc.nicusa.com/co/cust-admin/login.html

1.2 CUSTOMER SUPPORT

Phone

303-534-3468
Toll free: 800-970-3468
(Available Monday — Friday, 8:00 am — 5:00 pm)

Email

support@www.colorado.gov

Mail
Colorado Interactive

600 17" Street, Suite 2150 South
Denver, CO 80202

Colorado Welcome to Colorado.gov
The Official Site of the State of Colorado 3
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2 Adding a User

This function allows the Customer Administrator to add a new user at anytime. The Customer Admin will issue a username and
password and then contact Colorado Interactive to activate that user.

211 Colorado.gov Homepage-Access the Registered Services page
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21.3 Loginto CDB (Customer Data Base)-Enter username and password

Powerfol Partrerships
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3/04/2010

Login o Your COB Accoust

tan <—

(tege)

Esegot my passweed

2.1.4 Select Customer

-
A I

Hene Cumnes  Anpen
DASH/EATD

Colorado

2.1.5 Select Users

NiC=—
A8 G

Hime Cumeaes  Apes

CUSTOMER SUMMARY
General Infumation Home > Custamirs > Custemer Summary
Biling bomaten Customer lnformatios
Users
Customer Name: 230 Company
Contact Narme: Smith Johe
Contact Emait ghesmahGabecoosny com
Stanus Code: Ao
Date Activated: 082772009
NC Castomer:
St Changed 022772008
Primary NAICS Code
Aging lafermation
Balance 230 Days 3150 Days

Address 1 1BNan S
Address 2:
Ciry: Dermer
Stane Province: Colorady
Postal Code: 6020
Commry: usA

Phare infarmaton
Phene: 1345720
Secendary Phene:

| i
B
H |

Colorado

Custemer Nember: 100361
Phane: 18345%720
Secondary Phone
Fax
Customer Addeessc 1BNan S
Qwrvar, Colorads 80202
USA
Secondary NAICS Code:
§190 Days 91.120 Days 121+ Days

Welcome to Colorado.gov
The Official Site of the State of Colorado
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2.1.6 Select Add User

Customer Administrator Account Management 1.0
3/04/2010

NiC=
a8 G

Gevteal bemaion
Edling bbematioe
Users

Costomer Namme:  AEC Company

Total recorts 2

Meme Cotomes  Mapes

Colorado

2.1.7 User Details

Please fill in user information and choose Submit

NiC=
A8 %

oo Cutemens  Repots
ADD USER

General Information Hame > Customers > Customer Sumenary > Usaes > Add User

Bilkng latermatien

‘..— Costornet Namme:  ABC Company

Loginc (Loge shosld be at least &
L * aphammen characters )

— =

First Name: (Password shoud be
least 5 aphasemenc

Larst Name: chanacters. Comet stwngh

Emait tequres ot heast coe better be
wpper case and ong lower case )

States” A v

Addvess 1

Address 2

oy

SutePiovince”  Cobrds v
Postal Code:’

Country: USA v

Fax:

mEmuw.utmsmmmmmmmmu'nm

The section t5 optional, but € data 15 ertennd ista this section the Selds wih an * are quned

Colorado

Custemer Number: 100361

Colorado Welcome to Colorado.gov
The Official Site of the State of Colorado
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3 Deactivate User

This function allows the Customer Admin to deactivate any user at any time.

3.1.1 Colorado.gov Homepage-Access Registered Services page
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3.1.2 Registered Services Page-Access Account Management Page
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3.1.3 Loginto CDB (Customer Data Base) —Enter your username and password

 the peoole FOWET] Ol FaTIReErSip,
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Lege )
Eseget oy passwged
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3.1.4 Select Customer
iC— Colorado
) 3 TG Pt o
Hene Cumenes  Apen g

3.1.5 Select Users

NiC= Colorado
AB G

Hime Cumeaes  Apes

i
B
i©

CUSTOMER SUMMARY
General laformation Home > Custamirs > Custemie Summiry
s
Users

Customer Name: ABC Company Custemer Nember: 100381

Contact Name: Smth Johe Phane: 18345% 7290

Contact Emait phesrahGabocorosny com Secondacy Phone:

Stanus Code: Ao Fax

Date Activated: 08272008 Customer Addeessc 1BNan S

NIC Castomer: Qwoar, Colorads 80202

St Changed: 082008 US4

Primary NACS Code: Secondary NAICS Code:

Aging lafsrmaton

Balance 03 Days 1180 Days §190 Days 91120 Days 121+ Days

Address - 1Z3Man St
Address 2:
Gy Dermer
Stane Province: Colorado
Postal Code: L1r1n]
Commry: usA
T
Phene: 15345720
Secendary Phene:

Colorado Welcome to Colorado.gov
The Official Site of the State of Colorado 8
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3.1.6 User Deactivation

Find the user you wish to deactivate in user list and click on their ‘Active’ link as shown below.

Colorado

(T8
NIC==.
88 G —— Q
L gt
USERS
Gemeal bnbemaion Homw > Costomes > Customat Summary > Usees
Eiag Wteemaion ' Infary
e || Cutemeramac  ABC Company Customes Nember: Y1061
Total ecordy 2 ool
Users [ A Usee | ASSaiich |
Legn Name Login Type Emal Phsce States
JUCE! bleg vier Detast Biing User Aot
ant Joba St Oattamas Adme pesmatiGaccorgany com i
Fst | Prevoss | Neat | Last

The page will automatically refresh and display the user as ‘Inactive’.

NiCz==
@3 ‘?’ Wy Pt g

Heme Catomes  Fapeds

General nbormasica Hams > Customers > Customar Summary > Uses
Billing Wfeemation
Users

States
100K bieg s Defact Silleg Usee Ko
e Joke Srith Customer Admin iohasmathGabccompiny com xctie
Frst | Prewous | Neet | Lagt

Colorado Welcome to Colorado.gov
The Official Site of the State of Colorado
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3/04/2010

This function allows the Customer Admin to change any user’s password at anytime.

411 Colorado.gov Homepage-Access Registered Services page
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4.1.2 Registered Services Page-Access Account Management Page
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41.3 Loginto CDB (Customer Data Base) —Enter your username and password

NiCz—

Login:

Pasrwnrd

fauds )

| O ELUVET T

<
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4.1.4 Select Customer
iC— Colorado
) g TG Pt o
Hene Cumenes  Apen g

4.1.5 Select Users

NiC= Colorado
A G . Q

Hene Cuoaes  Aupes

|

CUSTOMER SUMMARY
General Iformation Home > Custanies > Custonr Summiry
Bilivg Whiaten m—o— Ve Cuses |
Users

Customer Name: 430 Company Customer Namber: 100361

Contact Narme: Smith Joha Phane: 1345%780

Comtactbmait  ghesmahGaoomesny o Secondary Phone:

Stanrs Code: A Fax

Date Acivated: 08272008 Customar Addressc 18N S

NC Castomer; Deomer, Colorad 80200

Stans Chasged  0B272008 SA

Primary NACS Code Secondary NAICS Code:

Aging laformaton

Balance 030 Days 180 ey §190 Daps 1.1 Days 121+ Days

AMies 1Z3Nan S
Address 2

it Ciner
Stane Province: Colorady
Postal Code: Linin
Comnmy: SA

Colorado Welcome to Colorado.gov
The Official Site of the State of Colorado 1 1
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41.6 Changing Users Password
Locate the user from the list that you wish to reset the password for and click their ‘New Password’ link

NiC=—
A8 G

Wome Cutomes  Repods

Colorado

O Q
Lapeet

Genetal Informasica Home > Customaes > Customer Summary > Usees
Biling l«cnativn Coomec elomtbn |
= Costomer Nama:  AEC Company Customer Number: 100351
Totd records 2 page 141
Uses | Addwingie |
Legia Name Logia Type Emall
1051 Sleg s Deact Billn Usee

| Prevous | Next | Last

I

41.7

Reset Password Confirmation

A window will open with a new password, note the password and close the window. Be advised that once you close that

window you will no longer be able to see the password and will have to reset it again.

i
A8 G

Wome Catmes  Repess

Genvral lnbormatica
Bilking lalermatien

Colorado

Users

Colorado

Welcome to Colorado.gov
The Official Site of the State of Colorado
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5 Change General Information

This function allows the Customer Admin to change the general information for the company such as contact information.

5.1.1 Colorado.gov Homepage-Access Registered Services page
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5.1.2 Registered Services Page-Access Account Management Page

Colorado mu&-mnm

SOVERNMENT SUSIVESS EMPLOTMENT EOUCATION RESOENTS TOURISM OMUE SErnces  [IIMAPS

3

Coloraso gov Regiwration

B0 o B ot e 03 RTEE 1) C S0 30nY By ORTRIR G0 B0 BRAME O PG § TR BRON B s RPN Won wAR (R0 P DATMEES s I St 51811 T WE Betad LI Bt i P | Srarar 8 of one ot b F s =t D 3.
B 0 P a0 Vb O S0 PR d e s 8 0 e § A D) B et DT b P iteed vie Nded

Regivter Nom

LT L L T TS —

Caltuiate your AXengs new!

L LT L T — - .
Py i APPSR et
BT OF THE

Getala Sumi Tl foleedie e Ceened Cete @D '
EB ",

Colorado Welcome to Colorado.gov
The Official Site of the State of Colorado 1 3



Colorado.gov

Customer Administrator Account Management 1.0

3/04/2010

5.1.3 Log into CDB (Customer Data Base) —Enter your username and password

Fower ol Partrerships

for eGovernment

Lo <
Pawward ]

(tege)

Esegot my passweed

5.1.4 Select Customer

Lul“é‘-z-_ Colorado
AR G mrestrinn Q

Meme Cumenes  Rpen g

5.1.5 Choose Modify Customer

NiC= (olorado

A8 G e Q

Hene Cuemes  Fapess

CUSTOMER SUMMARY
General Informaica Hamw > Cutsomars > Custaone Survenary
By e Y - e ]
Users
Costomnet Mamme:  ABC Company Customer Number: R )
Comtact Name: Smith Jobn Phone: 1534%-7890
Contact Emad: hoimih@abeconcaon oo Secondary Pheae:
States Coda: Acve Fax
Date Activated: 08272008 Customer Address: 1BMn S
NIC Customer; Desver, Colocad B0
Sttes (hanged  CBZ72008 Usa
Primary NAICS Code: Secondary BUCS Code:
Aging Informaton
Balaace 030 Days 118 Days §130 Days 91.120 Days 21+ Days

Address 1: 183Min Q
Addvess 2

Coy: Denvar
State Province: Coorade
Postal Code: 1117
Country: USA
Phoae: 138570
Secondary Phome:

‘

Colorado Welcome to Colorado.gov
The Official Site of the State of Colorado
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The screen changes (as shown below) to allow user to make any desired changes. Once all changes have been made please

Customer Administrator Account Management 1.0
3/04/2010

select the ‘Submit’ button at the bottom.

INic=.
ARG

Mime Cutmes  Raps

A Wodity Customer

Colorado
sres:ian (%)

‘

MODIFY CUSTOMER
Homa > Customers > Customar Summary > Moddy Castomer

Organization Name:” AR Comgeny
Organization 10: 10031

Creane Date: 8272008
NIC Custemer:

| Oick o Moddy NACS Code

Secondary NAICS Code: | Cickio ModiyNAXS Cods

The saction 15 optiondl, but £ data i erternd st thes siction the feids wih an ° are sequred

Addvess 12"
Addvess 2
Gy’ Dever

SuteProvince:’  Cokeads v
Postal Code:” Bon

County: UsA .

183Man

The sacton 1 optonal, but € data o ectennd it thes saction the Seids wih an * are squeed

Wainc’ 17348608580
Secoadary Phone:

Fax:

Mabde:

Colorado

Welcome to Colorado.gov
The Official Site of the State of Colorado
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6 Change Billing Information

This function allows the Customer Admin to change the billing information for the account.

6.1.1 Colorado.gov Homepage-Access Registered Services page
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6.1.2 Registered Services Page-Access Account Management Page
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6.1.3 Log into CDB (Customer Data Base) —Enter your username and password
. -
the peogie LUWLT) I F ATATRT STITRS
eGownenmeer  [Uf 2L0uz sz
NIC:
Pavrwaid
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6.1.4 Select Customer

.
——
y e

a8 G

Meme Cumenes  Rpen
DASH 4D

Colorado
whnan g2 e

g

6.1.5 Select Billing Information

NiC==
Ll 0

Hene Coias  Repets

Colorado
v ©

Legeat

CUSTOMER SUMMARY

Genetal lnfomation Hoese > Custorners > Cuttorer Surmiry
[PR—— P ——— | Moddy Qusone |

Costomes Name:  ABC Company Cudemer Nurmber: 100381
Contact Name: Snty be: Phene: 1345%7890
ComacEmait:  phegmth@adecovginy oo Secondary Phane
States Code: Acve Fac
Date Activated: 0827200 Custemer Address: 1B3Me
NIC Custorner; Dever, Colorado 80000
States Changed;  0B272008 LBA

6.1.6 Select Modify Billing

NiC=—
ARG

Hime Cutimes  Raposs

(Colorado
My Prosie - g e

Lapest

BILLING INFORMATION

General Information Heme > Customirs > Customer Sumesary > Biling Inkimsaticn
Biling lafemation ———— [ Mosty Cestome: |
Users

Castormer Narne: ABC Company Custemer Number: 101

Contact Rame: S Jobn Phone: 1545790

Contact Emad: phesmthGabecorrpany con Secondacy Phene:

States Code: Actve Fax

Date Activated: 08272009 Customer Address: 1B Man S

NIC Customer: Denver, Colorado 80202

States (hange & 08272009 usa

Primary NAICS Code: Secondary NUCS Code:
Colorado Welcome to Colorado.gov

The Official Site of the State of Colorado
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Choose desired billing option and fill in the required information, once complete select the ‘Submit’ button.

Genetal Informaton

MODIFY BILLING INFORMATION
Home > Customers > Customer Sumenary > Billing Inkersatien > Moédy Biling feeniton

Bilkng latermatien

Costornat Nama:  ABC Company

¢ Credit Caed Opticn
Credit Curd:

Cand Expiration Date:
Cad Typec

men yypp
(-~ Ceordipe-- ¥

Roating Numbar:
Account Number:

RecomaType: [ AccntType—~ ¥

Custemer Type: - Castomer Type - ¥

@ Onfine krvoice Opticn

© Malled Invaice Option

£
||

Ovganization Name:'  ABC Company

B Swme s an

Flest Narma:* o
Last Name:" (St

Address 1 153Man S

Address 2:

State Provisce:” Colorndo v
Postal Code:’ B0

Coummry” USA

Customer Number: 100351

Colorado

Welcome to Colorado.gov
The Official Site of the State of Colorado
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7 Security Best Practices

71 SYSTEM MAINTENANCE

Maintain your systems with the most current security patches (aka Service Packs) from your system’s vendor. This will close
most of the known security holes. Limit the amount of services and applications you are running simultaneously. The more
services running, the greater the risk of exposing the system to exploitation. Finally, remove any programs or applications not
being used and defragment your hard drive on a regular basis to help your system’s overall performance.

7.2 PASSWORD SECURITY

Never store password as plain text or write down on paper. Use encryption utilities if you have to store the password in a file for
some reason. Do not share your password with your coworkers.

Colorado Welcome to Colorado.gov
The Official Site of the State of Colorado 1 9



